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“ Statement of Expenditure under Purchase of Minor Equipment

S. No. | Item Qty | Amount

1 autonics ABS plastic housing Photoelectric Sensor, Range Excess 1 2880.00
gain of 2 at 213 m (700 ft)

2 Robu. in - ORANGE Advance Kit For sensor 1 1699.00

3 Robu. in - SG 90 9G Mini Micro Servo plastic gear - 1119239 4 2080.00

4 Robu.in Other NA Onboard Switches Microcontroller Educational 2 300.00
Kit

5 Robu.in Other Others Onboard Switches Microcontroller 2 300.00
Educational Kit

6 Robu.in LED interfacing and LCD interfacing NA Onboard Switches | 4 600.00
Microcontroller Educational Kit

7 Robu.in Keyboard interfacing and LCD interfacing and Relay 1 299.00

interfacing and Other Others Onboard Switches Microcontroller
Educational Kit

8 Robu. in - TP4056 1A Li-lon Battery Charging Board Micro USB with | 2 300.00
Current Protection - 44232

9 Robu.in Other NA Onboard Switches Microcontroller Educational 2 300.00
Kit

10 Robu.in Other NA Onboard Switches Microcontroller Educational 1 260.00
Kit

11 Robu.in Other 8 Onboard Switches Microcontroller Educational Kit | 1 799.00

12 UniConverge Technologies--UNICONVERGE TECHNOLOGIES 1 24700.00
PRIVATE LIMITED Internet of Things (loT) Lab Kit - Gold Kit :

13 ewit Optical Sensors or Motion Detectors 3 21000.00

14 DC Inductive Proximity Sensor 4 24000.00

15 RDL Connected Intelligence 2 18618.00

16 Danfoss 316 SS IP 65 piezoresistive Sensor Digital Pressure 4 23400.00
Transmitter

L2 LINKER LVDT Senso 1 15799.00

18 HEATCON SENSORS 5 25000.00

19 Training Equipment for Robotics 1 22500.00

20 Arduino 400 megaHertz 3 3000.00

21 RASPBERRY Pl Quad A53 FPGA il 10000.00

22 ewit 8 GB Memory Card 3 2129.00

Total 199963.00
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REPORT OF PROJECT UNDER RUSA RESEARCH GRANT

Background:

Anomalies in loT sensor data occurs due to a variety of reasons, Including sensor malfunctions,
environmental changes, cyber-attacks, or even human errors. Detecting and identifying these anomalies
is crucial for maintaining the reliability, security, and efficiency of loT sensor networks. The problem
under study focused to identify anomalies in loT sensors using various techniques, including statistical
techniques, cluster-based techniques and nearest neighbor techniques. These techniques offer different
approaches and algorithms to detect anomalies in loT sensor data. The anomalies have been identified
as Point Anomalies, Contextual Anomalies, Collective Anomalies, Spatial Anomalies and Temporal
Anomalies.

Methodology:

The data generated by the sensors, namely; Temperature Sensor, Ultrasonic Distance Sensor, LDR
Sensor and Soil Moisture Sensor was collected using RaspberryPi board in CSV format.
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The statistical techniques, namely; Z-score (z = (x - p) / o), K-mean Clustering (Elbow method) and K-
Nearest Neighborhood were used to detect anomalies.

The experiment was further extended to be performed on Arduino Uno board and the kits based on
Arduino Una board with the sensors as shown below.
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Figure: Heartbeat Sensor Data
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Figure: Temperature Sensor Data

A B C

I Date&TimIDlstance clLabel
[2024-02-2 12
[2024-02-2 13
[2024-02-2 12
i [2024-02-2 12
[2024-02-: 13
[2024-02-2 12
[2024-02-2 i3
[2024-02-Z 1
10 [2024-02-2 1200
11 [2024-02-2 12
12 [2024-02-2 13
13 [2024-02-2 210
14 ’[2024-02-; 45
15 _[2024-02-: 45
16 [2024-02-2 45
17 [(2024-02-2 45

18 [2024-02-: as

w e  Pm e & mmem - -

wmqmw&wmak

0000000 O0OKRKLOODOOOODO

Figure: Ultrasonic Sensor Data



K-means cluster algorithm was applied on the data obtained from Heartbeat sensor in the
above experiment
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KNN was also applied on the data
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Results were also obtained using statistical technique

pit.figere(figsizes(50,3))

plt.plot{datal CavesTime'], dete[ Sests'], color="blue')

plt.scatter(ancealios[ ‘DatedTime'], srosalies[’Beats’), colors'r”, ledele‘Anceulies')
pit.xlabel( Time")

plt.ylabel(“Beats*)

plt.xticks(rotation=as)

plt.titlel "HeartBeat Dats with Asceslies®)

plt. legena()

pit,show()

The above mentioned techniques were also applied to data collected from Ulterasonic Sensor and
Temperature Sensor. Statistical Test to check the performance of these anomaly detection techniques
on Raspberry Pi and Arduino Uno was performed on the values of accuracy of the controller boards
under study at 0.05 level of significance.



| from scipy import stats

accuracy_raspberrypi = [9.98,0.99,0.95,0.955,9.99,0.98,9.94;0.97,0.99]

accuracy_aurdino = [8.92,0.89,0.94,0.089,0.88,0.87,0.90,0.86,0.87]

# Perforn the paired t-test for accuracy

t_stat_accuracy, p_val_accuracy = stats.ttest_rel(accuracy_raspberrypi, accuracy_aurdim

)

print(f"Accuracy: t-statistic = {t_stat_accuracy}, p-value = {p_val_accuracy}")

Accuracy: t-statistic = -1,9273792363787432, p-value = 9.09088423359807434

Now Paired T test was used to compare the accuracy values between Raspberry Pi and Aurdino Uno to
test the Null Hypothesis given below.

Hy (Null Hypothesis) states that there is no significant difference in the performance of the anomaly

detection models between the Raspberry Pi and Arduino Uno.

Results:

The results obtained in the experiments performed on RaspberyPi are given as under:

Anomaly Detection of sensors on RaspberyPi through Statistical Analysis using Z-Scores:

Results Temperature and | LDR sensor Ultrasonic Soil Moisture
- Humidity Sensor Distance Sensor Sensor

Precision 1.0 0.75 1.0 0.1818

Recall 0.5 1.0 0.5454 1.0

F1 0.66666 0.8571 0.7058 0.30769
LAccuracy 0.98 0.99 0.95. 0.955

Anomaly Detection of sensors on RaspberyPi Through Cluster-Based Technique using K-Means:

Results Temperature and | LDR sensor Ultrasonic Soil Moisture

Humidity Sensor Distance Sensor Sensor
Precision 1.0 0.6 0.4 0.333333
Recall 0.75 -1.0 0.181818 1.0
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F1

0.8571

0.74999

0.25

0.5

Accuracy

0.99

0.98

0.88

0.98

Anomaly Detection of sensors on RaspberyPi Through Nearest Neighborhood Technique using KNN:

Results Temperature and | LDR sensor Ultrasonic Distance Soil moisture
Humidity Sensor Sensor Sensor

Precision 1.0 0.6 1.0 0.25

Recall 0.75 -1.0 0.4545 1.0

F1 0.8571 0.74999 0.625 0.4

Accuracy 0.99 0.98 0.94 0.97

The results obtained in the experiments performed on Arduino Uno are given as under:

Anomaly Detection of sensors on Arduino Uno through Statistical Analysis using Z-Scores:

Results Temperature and Heartbeat Sensor Ultrasonic

Humidity Sensor Distance Sensor
Precision F.2692307692307692 .6666666666666666 P.34615384515384615
Recall P.4375 |9.631s78947358421 P 2571428571428571
F1 P 33333333333333337 [o.measmsassms P 29508196721311475
Accuracy la 8715596330275229 la.9437229437229437 |0.8781869688385269

Anomaly Detection of sensors on Arduino Uno through Cluster-Based Technique using K-Means:

Results Temperature and | Heartbeat Sensor Ultrasonic Distance
Humidity Sensor Sensor

Precision P 125 .5833333333333334 P 5384615384615384

Recall P.oszs ] P.35u2195253157s9 P.z

F1 F.es333333333333333 l9.4516129632258065 P 2916666666666667

Accuracy tamz 5688073395 Ia.9264969264069265 [b 9036827195467422

Anomaly Detection of sensors on Arduino Uno through Nearest Neighborhood Technique using KNN:

Results

Temperature
Humidity Sensor

and

Heartbeat Sensor

Sensor

Ultrasonic Distance
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Precision ]0.2 : ie.zs P.msses&sssssssc»es
Recall Ia.1111111111111111 ie.1s739473534219525 P.assnazssnussn
F1 |9.14285714285714285 r).193548387e967742 |a 11320754716981132
Accuracy le.ssgqeszsssswns Ia.8917748917748918 la.ssssssszaanszm

The results obtained in the study of performance of the selected anomaly detection techniques on
Raspberry Pi and Arduino Uno are given below.

Values of Accuracy with Raspberry piare :

accuracy_raspberrypi= [0.98, 0.99, 0.95, 0.955, 0.99, 0.98, 0.94, 0.97, 0.99]
Values of Accuracy with Aurdino are:

accuracy_aurdino = [0.92, 0.89, 0.94, 0.89, 0.88, 0.87, 0.90, 0.86, 0.87]

The p-value obtained in Paired T test on the accuracy values between Raspberry Pi and Aurdino Uno to
test the Null Hypothesis was obtained as 0.09.

Ho (Null Hypothesis) =there is statistically no significant difference in the performance of the anomaly
detection models between the Raspberry Pi and Arduino Uno.

Discussion:

the anomaly detection results using different techniques (Statistical Analysis with Z-Scores, Cluster-
Based Technique with K-Means, and Nearest Neighbor Technigue with KNN) for each sensor
(Temperature and Humidity Sensor (Dht11), LDR Sensor, Ultrasonic Distance Sensor, and Soil Moisture
Sensor) provide valuable insights into the performance of these methods for anomaly detection.

1. Statistical Analysis with Z-Scores:

- The Z-Score method shows promising results with high precision for most sensors, meaning
that when an anomaly is detected, it is likely to be a true anomaly.

- The recall values are moderate, suggesting that the Z-Score method can identify a good
percentage of actual anomalies.

. The overall F1 scores are reasonable, indicating a decent balance between precision and
recall for this method.

- However, further optimization may be needed to improve the recall for certain sensors.

2. Cluster-Based Technique with K-Means: @\gz\



- The K-Means method exhibits good precision for most sensors, indicating accurate detection
of anomalies within the identified clusters.

- The recall values are generally high, indicating that the K-Means method effectively captures
actual anomalies for most sensors.

- The F1 scores show a good balance between precision and recall, making this method
effective for anomaly detection.

- K-Means shows a strong overall performance and could be a preferred method for certain
Sensors.

3. Nearest Neighborhood Technique with KNN:

- The KNN method demonstrates varying performance across sensors, with high precision and
recall for some sensors but lower values for others.

- The overall F1 scores are moderate, indicating a reasonably balanced performance for most
sensors.

- KNN might require further fine-tuning and possibly feature engineering to improve Its
performance, particularly for certain sensors.

The work on anomaly detection was further carried out on Aurduino controller with number of sensors;
Temperature and Humidity Sensor, Heartbeat Sensor and Ultrasonic Distance Sensor attached to it. The
sensor data was collected and statistical techniques as discussed above were applied. The observation
obtained in the experiment aligns with the earlier experiment.

In sum up, the most appropriate anomaly detection technique would depend on the specific
requirements of the application, the characteristics of the sensors, and the importance of precision and
recall trade-offs.

It is also essential to consider the class distribution in the dataset and the potential consequences of
false positives and false negatives in the context of the real-world application. Fine-tuning the models
(e.g. trying different distance metrics for KNN) or incorporating ensembled techniques may produce
better results.

Here P value obtained on the test of accuracy of sensors attached on Raspberry Pi and Arduine Uno is
greater than chosen significance level; therefore the null hypothesis is rejected, indicating that there is
no significant difference in the performance of the anomaly detection models between the Raspberry Pi
and Arduino Uno.

Condusion:

From the study undertaken on the tracing out anomalies in the working of loT sensors under various
conditions, it is concluded hereunder. g :

Anomaly detection technigue depends on the specific requirements of the application, the
characteristics of the sensors and the importance of precision and recall trade-offs.
; . \“\
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It is also essential to consider the class distribution in the dataset and the potential consequences of
false positives and false negatives in the context of the real-world application.

There is no significant difference in the performance of the anomaly detection models between the

Raspberry Pi and Arduino Uno.
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