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It is hereby notified for the information ofall concerned that the Vice-Chancellor,
in anticipation of the approval of the Academic council, is pleased to authorize the
adoption of the syllabi and courses of studies in the subjeci of computer
Applications (B-a/B.sc.) of semester Irrrd and rvth for Four year und..
Graduate Programme (Frucp) under the choice Based credit system as per
NEP-2o2o (as given in the annexure) for the examinations to be held in the vears
as per the details given below:

Subject Semester

Computer Applications (B-ArrB.Se.)

For the examinations to be
held in the year

the University website:

sd/-
DEAN ACADEMIC AI'FAIRS

(Academic)

Semester- III Dec.2c23, zoz4 and zoz5
Semester-IV May zoz4, zoz5 and zoz6

The Syllabi of the courses is also available on
www j ammuuniversitv. ac.in.

No. F. Acd/Illzz/6Lj1 - 67c.1
Dated: ll -7-),o B .

Copy for information and necessary action to:
1 Dean, Faculty of Mathematical Sciences
z HOD/Convener, Board of Studies in Computer Science & IT
3 Sr. P-dto tle Controller ofExaminations
4 AJI members of the Board of Studies

5 Confidential Assistant to the Conholler of Exa.rrinations
6 I/C Director, Computer Centre, University ofJarnmu
7 D€puty Registar/Asst. Registrar (Conf. /Exams. UG)

pg-icharge, University Website for Uploading of the notification.
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B. A. / B. Sc. Honours
IN

COMPUTER APPLICATIONS

SYLLABUS

Four Year Undergraduate Programme

As per NEP 2020 guidelines

Under Choice based Credit System

FOR THE STUDENTS TO BE ADMITTED IN THE SESSIONS

2022 -23, 2023 -24, 2024-25



Course Details for Four YearUG Programme

Computer Applications (CA)-Arts& Science
Natural Science and
Arts & Humanities

Information Technology (lT)-Arts& Science
Natural Science and
Arts & Humanities

Bachelor of Computer Applications (BCAJ

Computer
Applications

(for BCA degree)

BCA [Web Technology)

BCA (Data Science)

BCA (Software Development)
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' ' four vear uG ProS'amme (NEP-2020) university of Jamnu B.A-/B.Sc. Honours in computer Applications

UNIVERSITY OF JAMMU, IAMMU

Syllabus of B.A/B.Sc. Honours

Computer Applications

(Four Year Underg raduate programme)

For the students to be admitted in the year ZOZZ-2I,ZOZ3-24 and2024-25

'l'he B A/B.Sc' Honours programme in Computer Application is a four-year undergraduate programme

based on Semester System and consists of eight,semesters. The student will opt Malor and Minor
courses from the same discipline. For minorcourse, any subject other than maior available in the college

shall be chosen from within same discipline. However, Multidisciplinary foundation courses are to be

chosen from the Cisciplines other than that of Major and Minor courses.

^/in
Ar

COURSES OF STUDY

SEMESTER - I Grl
l{o.

Course
Type

Coulse No. Course
Title

Credits Marks Total
IUarksTheory Practical/Tutorial

I{id
Semester

End
Exam

Assessnrent Exanl

Major rJt4,cAT101 Computer
Fundamentals
and Ofticc
Tools

4(3 L+ 1P) 15 60 10 15 100

Minor UMICATlO2 Computer
Fundamentals
and Office
Tools

4[31+1P) i5 60 10 15 1C0

3 MD UMDCATlO3 Understandin
g Computers

3 15 60 NA NA

SEC USICAT1O4 Office Tools 2 10 40 NA NA 50
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._l Four yeat UG Prog.amme (NEP-2020)

Semester - ll

University ofjammu B.AJB.SC. Honours in Computer Applications

SEMESTER - III

s.
No.

Course
Type

Course No. Course
Title

Credits Marks Total
MarksTheory Practical/Tutorial

Mid
Semester

End
Exam

Assessment Exam

1 Major uMlcATz01 Fundanrentals
of Internet

4(31+1P) 15 60 10 15 100

2 Minor UMICAT2O2 Fundamentals
of Internet

4(31+1P) 15 60 10 15 100

3 MD UMDCAT2O3 Understandin
g Internet

3 15 60 NA NA 75

4 SEC USECAT2O4 Understanding
e-Services

2 10 40 NA NA 50

s.
No.

Course
Type

Course No. Course
Title

Credits Marks Total
MarksTheory Practical/Tutorial

Mid
Semester

End
Exam

Assessment Exam

1 Ma.ior UM'CAT3O1 C Programming 4(31+1PJ 15 60 10 100

2 Major uMlcAT302 PC Assembly
and
lnstallations

4(3 L+1PJ 15 60 10 15 100

3 Minor UMICAT3O3 PC Assembly
and Installations

4(31+1Tl 15 60 10 15 100

4 MD UMDCAT3O4 Understanding
Computers

3 i5 60 NA NA 75

5 SEC USECAT3OS Cyber Security 2 10 40 NA NA 50

,r(, .-../
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-r Four year UG ProSramme (NEP-2020)

Semester - IV

University of lammu B.A"/B.Sc. Honours in Computer Applications

s.
No.

Course
Type

Course No. Course
TitIE

Cred i ts Marks Total
MarksTheory Practical/Tutorial

Mid
Semester

End
Exam

Assessment Exam

1 Major UMJCAT4Ol Data Structures
using C

4(31+1P) 15 60 10 1) 100

2 Major UMICAT4O2 Operating
System

4(31+1TJ 60 10 1J 100

3 Major uMlcAT403 ComDuter
NenJorks

4(31+1TJ 15 60 10 15 100

4 Major uMlcAT404 Mathematical
Foundation of
Computer
Science

4(31+1TJ 15 60 10 15 100

5 Minor UMICAT4O5 Computer
Nerworks

4(31+1T) 15 60 10 15 100
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, Four year UG proSramme (NEp-2020) university ofjammu B.A./B.SC. Honours in cOmputer Applications

B. A. / B. Sc. Honours
IN

COMPUTER APPLICATIONS

Semester wise Course details

Four Year Undergraduate Programme

As per NEP 2020 guidelines

Under Choice based Credit System

FOR THE STUDENTS TO BE ADMITTED IN THE SESSIONS 2022.23,2023.24,2024.25
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/ four year uG lrogramme (i,lEP-2020)

Course: Maior
Course Credits: [L-P-TJ

[3-1-0)
Total marks: 100

University of .rammu

CA (Arts and Science) - THIR-D SEMESTER

B.A./B.Sc. Honours in Computer Applications

Course Title; C Programming
Course Code: UMfCAT301
Mid Semester assessment 15 Marks of 1.5 hours duration
End Semester assessment 60 Marks of 3.0 hours duration
Practical: 25 Marks

For examinations to be held in Dec 2023, 2024, and 2025

Course obiectives & learning outcomesr

1. To learn the fundamentals ofprogramming language.
2. To understand the concept ofdifferent control structures.
3. To learn about different data structures
4, To understand the concept ofprocedural programming.

UNIT - I
Algorithm, Flowcharts, Flowchart Symbols, Flowchart Rules, Assemblers, Compilers and Interpreters, Pseudo

Code, Introduction to C programming, Character Set, C Tokens, Keywords and Identifiers, Constants, Variables,

Data Types, Format ofC program, Arithmetic, Relational & Logical Operators, Assignment Operators, Increment

& Decrement Operators, Operator Precedence & Associativity. 15 Hours

UNIT - II
Formatted Input, Formatted Output, escape sequences, Conditional Statements: if Statement, if........ else

Statement, Nested if....else Statements, Switch Statement, conditional Operator, Goto Statement, loops- for loop,

while loop, do-while loop, break and continue statement. 1.5 Hours

UNIT - III
Qualifiers, Storage classet Pointers definition, Declaring Pointer Variables, using pointer variable, Arrays: One,

Two and Multi Dimension Arrays, Initialization ofone and two dimensional Arrays, Declaring and tnitializing
String Variables, String Handling Functions. 15 Hours

UNIT - IV
Preprocessor directives, Function Definition, Function Calls (call by value & call by address methodJ Returning

Value, Types of Functions, RecursiorL Passing Arrays to Functions, Macros, Defining Structure, Declaring and

Accessing Structure Variables, Structures and UnionqBasics of File Handling and operations like open, close,

read, write etc. Enumerations.
15 Hours

Suggested readings/ references:

1. E. Balaguruswami, Programming in C, PHI

2. Gottfried. B, Theory and problems of Programming with C Language, Tata Mc Graw Hill.
3. Kenneth. A, C Problem Solving and Programming PHl.
4. Dan Gookin,C Programming, Wiley Dreamtech.
5. Y. P. Kane&ar, Understanding Pointers in C, BPB Publications.
6. Shubhnandan S.lamwal, Progmmming in C, Pearson Publications.
7. H.M. Deiteland P.l. Deitel, C How to Program, PHI.
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.l Four year UG Programme (NEP-2020) UniveGity of .lammu

Course: Maior
Course Credits: [L-P-T)

(3-1-0)
Total marks; 100

Practiclal/tutorial Evaluation
Daily evaluation of practical's/tutorials/Viva voce/Records etc.

Final Examination

Pattern for external practical examination
Practicalfile
Wriften examination
Viva-Voce

Total

Pattern for external tutorial examination
Assignment file
Viva-Voce

Total

B.A./B.Sc. Honours in Computer Applications

Course Title: C Programming
Course Code: UMJCAT301
Mid Semester assessment: 15 Marks of 1.5 hours duration
End Semester assessment: 60 Marks of 3.0 hours durafion

CA (Arts and Science) - THIRD SEMESTER

Practical: 25 Marks

For examinations to be held in Dec 2023, 2024, and ZO2S

NOTE FOR PAPER SETTERS FOR EXAMINATIONS .

The question paper will be diYided into the following two sections. No question will be repeated iD tlte question paper.

Section A shall consists Four (41 short answer questions having one question from each unit. The students are required to
attempt all questions. Each question shall be of 3 Marks.

(4x3=12marks)
Section B shall consists Eight (B) long answer questions having two questions ftom each uniL The students are required to
attempt one question from each uniL Each question shall be of 12 Marks.

(4 x 12 = 48 mark)
Noter -The paper setter shall ensure that the questions are uniformly distributed over eutire syllabus.

10 marks

15 Mark

5 Mark
5 Mark
5 Mark
l5Marks

10 Marks

5 Mark
15 Mark
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four yea, UG Programme (NEP-2020)

Course: Major
Course Credits: (L-P-T)

t3-1-0)
Total marks: 100

University of ,ammu

CA (Arts and Science) - THIRD SEMESTER

B.A-/B.Sc. Honours in Computer Applications

Course Tide: PC Assembly and Installations
Course Code: UMlCAT302
Mid Semester assessmelt: 15 Marks of 1.5 hours duration
End Semester assessment 60 Marks of 3.0 hours duration
Practical: 25 Marks

15 Hours

printer, installing/uninsulling

features, installing/uninstalling

For exominations to be held in Dec 2023, 2024' ond 2025

Course obiectives & leaming outcomes:

1. To have basic knowledge ofPC Assembly and Installation.
2. To learn about Computer Maintenance and system tools.
3. To gain knowledge ofOSS and open source data recovery tools

Unit-1

Peripheral Devices: Input and output devices, UPS (Online/Offline).

PC Tools: Connectors, Types of connectors - DIN Connector, centronic connector, RS-232 Connector, RCA

Connector, e-SATA, RJ 45 Connector, Computer ports: Serial port and Parallel port, PS/2 Port, USB Port, VGA Port,

HDMI Port, Power Connector, Ethernet/LAN Port, Motherboard, its components, Types of motherboard, SMPS,

Types of SMPS, RAM, ROM and its tyPes.

Controller cards: USB controller ciid, Graphics and Video controller card, Network controller card, TV Tuner

controller card, Sound controller card
Display cards, Sound card, FAX/Modem cards, LAN cards, Ethernet cards'

Unit-2

Assembling the system: Major components of computer system and mandatory steps for assembling the

computer s),stem, POST, BIOS and its types, BIOS settings, Formatting /Partitioning of Hard disk, Operating

system and its functions, Features of UNIX/ Windows, lnstallation of Operating system' 15 Hours

Unit-3
Computer Maintenance and system tools: Windows file repairing -System file checker[SFC) and Deployment

image servicing and management [DISM), Disk Defragmentation, Disk cleanup, ScanDisk, open source Software

(osiJ and its features, use of some common open Source Data Recovery tools : Recuva Disk Drill, Pandora

Recovery, EaseUS Data Recovery, Restoration, Booting process,Types ofbooting' 15 Hours

Unit-4
Control Panel: Control panel and its components, Adding and removing a

programs.

Using system restore features, Creating recovery disk, Antivirus and its

Antivirus, Device manager and its features'
Creating Operating system image and instaliing OS from image file'

laoaem"ana its typls; installati;n of M0DEM, setting up Broadband connection- ( .// ,/ 15Hours

suggestedReadiogs/Refrences: \A rr'r/
l. P.K. Sinha and Priti Sinh4 " Computer Fundamentals"' BPB Publications YJ
2. R.K. Taxali ,"PC Software for windows Made Simple-' Tata Mccraw Hill' \
3. Wikibooks contributors, "How to Assemble a Desktop PC", PlatyPus Global Media- '

4. Jacob Beckerman,- How to build a computer,"A slep by steP guide", Kindle Edition'
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' tour year UG Programme (NEP-2020) University ot Jammu B.A./B.SC. Honours in Computer A pplications .

CA (Arts and Science) - THIRD SEMESTER

Course: Major Course Title: PC Assembly and Installations
Course Credits: [L-P-T) Course Code: UM]CAT3oZ

(3-1-0) Mid Semester assessment 15 Marks of 1.5 hours duration
Total marks: 100 End Semester assessment: 60 Marks of 3.0 hours duration

Practical: 25 Marks

For examinations to be held in Dec 2023,2024, and Z02S

NOTE FOR PAPER SETTERS FOR EXAMINATIONS -

The question paper will be divided into the following two sections. No question will be repeated in the question paper.

Section A shall consists Four (4) short answer questioos having one question from each unit The students are required to
attempt all questions. Each question shall be of 3 Marks.

(4x3=12marksJ
section B shall consists Eight [8) Iong answer questions having two questions from each unit. The students are required to
attempt one question from each unit. Each question shall be of 12 Mark.

(4 x 12 = 48 marks)
Note: -The paper setter shall ensure that the questions are uniformly distributed over entire syllabus.

Practiclal/tutorial Evaluation
Daily evaluation of practical's/tutorials/Viva voce/Records etc.

Final Examination

Pattern for external practical examination
5 Mark
5 Marks

5 Mark
l5Marks

Pattern for external tuto al examination
Assignment file 10 Marks
Viva-Voce S Mark
Total 15 Marks

0/a't'"
10 marks

15 Mark

Practicalfile
Written examination
Viva-Voce

Total
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\i Fou. year UG Programme (NEP'2020) University of Jammu B.A-/B.SC, HonouB io Comput€r Applications

. CA (Arts and Science) - THIRD SEMESTER

course: Minor 8:il::lH itfi'^".fllYand 
Instarrations

course Credits: 4(L-P-'IJ Mid semester assessment: 15 Marks of l.s hours duration(3-0-1) End Semester assessment: 60 Marks of 3.0 hours duration
Total marks: 100 practical: 25 Mark

For examinations to be held in Dec 2023, 2024, and 2025

Course objectives & learning outcomes:

1. To have basic knowledge of PC Assembly and Installation.
2. To learn about Computer Maintenance and system tools.
3. To sain knowledge ofOSS and oDen source data recovery tools

Unit-1
Peripheral Devices: lnput and output devices, UPS (Online/Offline),

PC Tools: Connectors, Types of connectors - DIN Connector, Centronic connector, RS-232 Connector, RCA

Connector, e-SATA, RJ 45 Connector, Computer ports: Serial port and Parallel port, PS/z Port, USB Port, VGA Port,
HDMI Port, Power Connector, Ethernet/LAN Port, Motherboard, its components, Types ofmotherboards, SMPS,

Types of SMPS, RAM, ROM and its types.

Controller cards: USB controller card, Graphics and Video controller card, Network controller card, TV Tuner
controller card Sound controller card.

Display cards, Sound card, FAX/Modem cards, LAN cards, Ethernet cards. 15 Hours

Unit-2
Assembling the system; Major components of computer system and mandatory steps for assembling the

computer system, PoST, BIOS and its types, BI0S settings, Formatting /Partitioning of Hard disk, Operating

system and its functions, Features of UNIX/ Windows, Installation ofoperating system. 15 Hours

Unit-3
Computer Maintenance and system tools: Windows file repairing -System file checker (SFC) and Deployment

image servicing and management (DISM), Disk Defragmentation, Disk Cleanup, ScanDisk, Open Source Software
(OSS) and its features, use of some common open Source Data Recovery tools : Recuva Disk Drill, Pandora

Recovery EaseUS Data Recovery, Restoration, Booting process,Types ofbooting. 15 Hours

Unit-4
Control Panel: Control panel and its components, Adding and removing a printer, installing/uninstalling
programs.

Using system restore features, Creating recovery disk, Antivirus and its features, installing/uninstalling
Antivirus, Device manager and its features.
Creating Operating system image and installing OS from image file .

Modem and its types, installation of MODEM, setting up Broadband connection. 15 Hours

Suggested Readings/Refrences:
P.K. Sinha and Priti Sinha, " Computer Fundamentals", BPB Publications.
R.K. Taxali ,"PC Software for Windows Made Simple", Tata Mccraw Hill.
Wikibooks contributors, "How to Assemble a Desktop PC", Platypus Global Media.
Jacob Beckerman," How to build a computer,"A step by srep guide", Kindle Edition

Page I I of26
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, Fouryear UG ProSramme (NEP-2020) Univerrity oframmu B.A./B.SC. Honours in Computer Applicationl

CA (Arts and Science) - THIRD SEMESTER

Course: Minor Course Title: PC Assembly and Installation
Course Credits: 4(L.P.T) Course Code: UMICAT3o3

(3-0-1) Mid Semester assessment 15 Marks of1.5 hours duration
Total marks: 100 End Semester assessment 50 Marks of 3.0 hours duration

Practical: 25 Marks

For exominations to be held in Dec 2023, 2024, and 2025

NOTE FOR PAPER SETTERS FOR D(AMINATIONS .

The question paper will be divided into the following two sections. No question will be repeated in the queshon paper.

Section A shall consists Four (4) short answer questions having one question from each uniL The students are required to
attempt all questions. Each ques6on shall be of 3 Marks.

(4x3=12mark)
Section B shall consists Eight (8) long answer questions having two questions from each unit The students are required to
attempt one question from each uniL Each question shall be of 12 Marks.

(4 x 12 = 48 marks)
Note: -The paper setter shall ensure that the questions are uniformly distributed over entire syllabus,

Practiclal/tutorial Evaluation
Daily evaluation of practical's/tutorials/Viva voce/Records etc.

Final Examination

Pattern for external practical examination

L0 marks

L5 Marks

Practical nle

Written examioation

Viva-Voce

Total

5 Marks

5 Marks

5 Mark
l5Marks q,z

Pattern for external tutorial examinauon
Assignment file 10 Marks

Viva-Voce 5 Marks

Total 15 Marks
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i 
.Four 

year UG Programme (NEp-2020) University ofJammu

CA (Arts and Science) - THIRD SEMESTER

B.A./B.Sc. Honours in Computer Applications

Course Title: Understanding Computers
Course Code: UMDCAT304
Mid Semester assessment: 15 Mark of 1.5 hours duration
End Semester assessment: 60 Mark of 3.0 hours duration

Course: MultidisciplinaryFoundationCourse(MDJ
CourseCredits: (L-P-T)

(3-0-0)
Total marks: 75

For examinations to be held in Dec 2023, 202q and ZO2S
Course obiectives & learning outcomes:
1. To learn the basics of Computer Fundamentals.
Z. To understand hardware and software.
3. To gain knowledge ofoperating system.
4. To briefthe students about number system.

UNIT - I
lntroduction to Computer, History of Computer, Features of Computer, Uses of Computers, Generations of
Computer, Digital, Analo& Hybrid Computer, Computer Memory and its Types, primary memory (MM,
R0M,PR0M,EEPRoM), storage units(Bit,Byre,KB,MB, GB,TB), secondary storage Devices: Hard Disks, optical
Disk, compact Disks, zip Drive, Flash Drives, Input Devices (Keyboard, Mousg foystick, scanner), and output
Devices Monitor, Plotter. Printer and its Types. L0 Hours

UNIT.II
Software and Hardware, Type of Software (system Software, Application Software, Firmware Software),
Computer Languages and its Types (Machine Language Assembly Language, High Level Language: Advantages
and Disadvantages of Computer Languages), Translators: lnterpreter, Compiler, Linker, Loader, Computer
Viruses (Trojan, Malware, Spyware etc.), Antivirus Software. 10 Hours

UNIT - III
Anatomy of Window: Title Bar, Menu Bar, Tool Bar, Scroll Bars, Document Area, and Status Bar.
Desktop Elements: lcons, My computer, Recycle Bin, Taskbar, My Documents, Anatomy of window: Title Bar,
Menu Bar, Tool Bar, Scroll Bars, Document Area, and Status Bar.
control panel ,DiskDefragmentation, Dos,Evolution of Dos,tnternal commands: cLS, Ver, copy, volume, Date,
Time, MD, CD, RD, Copy, Del, Ren, Move, Path External Commands: CHKDSK,FORMAtXcopy"Attrib, Defrag etc.

10 Hours
UNIT - IV
Computer Number System: Decimal Number, Binary Number, Octal Number, Hexadecimal Number, Arithmetic
Operations(Addition, Subtraction, Multiplication] on Binary Number, Conversion of one Number System to
another. r's Complement and r-1'Complement, Data Representation.

Suggested readings/ references;
1. P.K Sinha & Priti Sinha, "Computer Fundamentals", BPB Publications.
2. Alexix Leon, Matiewes Leon, "Fundamentals of lnformation Technolory",Leon Press.
3. Suresh K. Basandra, "Computer Systems Today", Galgotia Publications.
4. V. Ra.iaraman, "Fundamentals ofcomputers", PHI Learning PvL Ltd.
5. Peter Nortan, "lntroduction to Computers", Tata Mcgraw Hill.
6. loyce Coax,loan Preppernau,,Steve Lambert and Curtis Frye, "Microsoft office System step by step", Microsoft

Press,2007.
7. R.K. Taxali, "PC Software for Windows", Mccraw Hill.

v2
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i Four year UG Programme (NEp-2020) University of Jammu B.A./B.SC. Honours in Computer Applicationy

CA (Arts and Science) _ THIRD SEMESTER

course:_ Multidisciplinary Foundation course (MD) course Title: undershnding computers.
Course CrediB: (L-P-TJ Course Code: UMDCAT3O4(3-0-0) Mid semester assessment: 15 Mark of L.5 hours durationTotal marks: 7s End semester assessment 50 Marks of3.0 hours duration

For examinations to be held in Dec 2023,2024, and ZLZ|

NOTE FOR PAPER SETTERS FOR EXA,MINATIONS .

The question paper will be divided into the following two sections. No question will be repeated in the quesuon paper.

section A shall consist Four (4) short answer questions having one question fiom each unil The students are required toattempt all questions. Each question shall be of3 MartG_
(4x3=12marksl

section B shall consist Eight {8) lonS?nswer questions having two questions from each uniL The students are required toattempt one quesbon from each unrr. Each question shall Ue ofiZ uaits.
(4 x 12 = 48 marks)
Note: -The paper setter shall ensure that the questiolrs are uniformly distributed over entire syllabus.
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Four year UG Pro&amme lNEP-2020)

Course: Skill Enhancement Course ISECJ
CourseCredits: (L-P-T)

(2_0_0)
Total mark: 50

CA (Arts and Science) - THIRD SEMESTER

B.A./B.Sc. Honours in Computer Applications

Course Title: Cyber Security
Course Code: USECAT305
Mid Semester assessmene 10 Mark of 1.5 hours duration
End Semester assessment: 40 Marks of 2.5 hours duration

University of Jammu

For examinations to be held in Dec 2023, 2024, and 2025

Course obiectives & learning outcomes:

1. To proyide the basic knowledge of ryber crimes.
2. To impart the knowledge ofsecurity threats.
3. To learn the fundamentals of safeguarding against cyber crimes.

UNIT-I
Cyber Crime and its types, Cyber security, Components of Cyber Security, Need of data privacy and security,
Computer Security Concepts (Confidentiality, Integrity and Authentication).
security Threats/Attacks - Dos, DDoS, spoofing viruS worms, Troians, Backdoor, phishin& and spam,
vulnerabilities - Network, operating system, process, Human. protection from cyber-attack. 10 Hours

UNIT - II
Web attack (Browser attacks, Web attacks targeting users, Obtaining user's or website data, email attack),
Digital payments and its security(Online banking security, Mobile banking security, Security of debit/credit
card), Cyber Security ofdigital devices, Tools and technology for cyber securi[, lEncryption, Anti-virus, Firewalls,
Cyber security best practices, Platform to report cyberirime, security .onirols litaanagement, operational,
Physical), Digital Forensics, Ethical hackin& Database Security, Social ingineering, Caree"rs in cyber security.

10 Hours

UNIT - III
Introduction to cryptography, Encryption and Decryption, Characteristics of Good Encryption Technique, plain
text and Cipher text, Substitution techniques-Caesar Cipher, Monoalphabetic Cipher, Polygram Substitution and
Play Fair. Types of Encryption Systems, Cryptanalysis, Symmetric and asymmetiic cryptogiaphy, Authentication
IPassword-Based, Address-Based and Certificate-Based AuthenticationJ

10 Hours

-r'lJ.'
suggested Readings: \[ lrr/ ---

I
1. Principles of Information Security - M. E. Whitman and H. l. Mattord, Cengage Learrilng.
2. Network Security Essentials: Applications and Standards - William Stallings, pearson.
3. Cryptography and Network Securiry - Atul Kahate, McGraw Hill professional publication.
4. Information Security: The complete reference - Mark Rhodes-Ousley, Mccraw Hill Professional

Publication.
5. Information security: Principles and Practices - Mark S, Merkow and jim Breithaupt, pearson.

Network Security: Private communication in a Private world - C. Kaufman, R. Perlman, M. Speciner, Pearson
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' Four year UG P.ogramme (NEP-2020) University oI Jammu B.A./B.SC. Honours in Computer Applications

CA (Arts and Science) - THIRD SEMESTER
Course: Skill Enhancement Course rSECI
Course Credits: (L-P-T) Course Title: Cyber Security

(2-0-Ol Course Code: USECAT3O5
Total mark: 50 Mid Semester assessment: 10 Marks of 1.5 hours duration

End Semester assessment: 40 Mark of 2.S hours duration
For examinations to be held in Dec 2023, 2024, and ZOZS

NOTE FOR PAPER SETTERS FOR EXAMINATIONS .

The quesbon paper wiU be divided into the foliowing two sections. No question will be repeated in the quesbon paper.

section A shall consists Four (4) short answer questions having one question from each uniL The students are required to
attempt all questions. Each question shall be of 2 1/2 Marks.

$ x21/z= 10 marks)

section B shall consists Eight (6) long^answer questions having two questions from each uniL The students are required to
attempt one queshon from each unit Each question shall be of 10 Marks.
(3 x 10 = 30 marksl

Note: 'The paper setter shall ensure that the questions are uniformly distributed over entire syllabus.gl

Page l6 of26



, . Four year UG Programme (NEP-2020)

Course: Maior
CourseCredits: (L-P-T)

[3-1-0)
Total marks: 100

CA (Arts and Science) - FOURTH SEMESTER

University of Jammu B.A./B.Sc. Honours io Computer Applications

Course Title: Data Structure using C

Course Code: UMJCAT4o1
Mid Semester assessment: 15 Marks of 1.5 hours duration
End Semester assessment: 60 Marks of 3.0 hours duration
Practical: 25 Mark

15 Hours

For examinations to be held in May 2024 20ZS and 2026

Course objectives & learning outcomes:

1. To learn the fundamentals of data stnrtures.
2. To learn the programming skills.
3. To gain knowledge of software development.

Unit-1
Arrays (1D and 2D) - Declaration and Initialization. pointers - Accessing array through pointers
Structures - Declaring, Initializing and Accessing a Structure, Array ofstrucnrres, Passing Structures to functions,
Accessing structure through pointers, Self Referential Structures.
Union - Initialization and Accessing members ofa Union. 15 Hours

Unit-2
Introduction to Data structures, Classincation ofData Structures, Advantages and Applications ofdata structures,
Data Structure operations {Traversing, Insertlng, deleting, Searching, Sortingl. Implimentation ofdata structure
operations on array, Dynamic memory allocation (malloc0, callocfl, realloc(J ), Garbage Collection, Time and
Space Complexity ofalgorithms. 15 Hours

Unit-3
Searching - Linear Search, Binary Search.
Sorting Techniques - Bubble Sort, Insertion Sort, Selection Sort.
Stacks: Introduction, Implementation ofstacks, Operations on Stack (pUSH, pOp).

Queues: lntroduction, Implementation, 0perations on Queue(lnsert and Delete).
Concept of Overflow and Underflow.

Unit-4
Linked Lists - Definition, Types of link list (Single, Double, CircularJ, Representation of link list in memory,
Advantages and Disadvantages of link lisg Implementing a single Iink list, Traversing a single link list, Searching
a single link list, Insertion into a single Iink Iist, Deletion from a single link list, Applicationi of link list.

15 Hours

Suggestcd Readings:
1. c. A v. pai, "Data stxuctures and Alsorithmsi concepts, Techniques and App ,rrffiK*,lu* 20L2.
2. Vishal Goyal, "A Simplified Approach to Data Structures", Shroff putrlishers pvL Ltd, 2014.
3. Ellis Horowitz, Sartai Sahni and Susan Anderson-Freed, "Fundamentals ofData Structures in C", Universities

Press, 2nd Edition 2008.
4. l. P. Tremblay and P. G. Sorenson, "lntroduction to Data Structures with Applica6ons", TMH, 2007.
5. Seymour Lipschutz, "Theory and Problems of Data Structures", Sehaum's Outline Series in Computers Tata

Mccraw-HiU, 2005.
5. M. Tannenbaumand M.f. Augenstein and y. Langsam, .Data Su-uctures wit}l C", pHI, 2006.
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i Four year UG Programme (NEp-2020)

Course: Major
CourseCredits: (L-p-Tl

[3-1_0)
Total marks: 100

Final Examination

Pattern for external practical examination

University ofjammu B.A./B.SC. Honours in Computer Application!

CA (Arts and Science) - FOURTH SEMESTER

Course Title: Data Structure using C
Course Code: UMJCAT401
Mid Semester assessment 15 Mark of l..S hours duration
End Semester assessment 60 Marks of 3.0 hours duration
Practical: 25 Marks

10 marks

For examinations to be held in May 2024,2025 and 2026

NOTE FOR PAPER SETTERS FOR EXAMINATIONS -

The quesdon paper will be divided into the following two sections. No question will be repeated in the quesuon paper.

section A shall consists Four (4) short answer questions having one question from each uniL The students are required
to attempt all questions. Each question shall be of 3 Marks.

(4x3=12marks)

section B shall consists Eight (8) longanswer questions having two questions from each uniL The studenB are requiredto
attempt one question from each uniL Each question shall be of 12 Mark.

Note: -The paper setter shall ensure that the questions are uniformly distributea over entire slltlf 
2 = 48 marks)

Practical/Tutorial Evaluation
Daily evaluation of practical's/tutorials/Viva voce/Records etc.

Practical file
Written examination
Viva-Voce

Total Q/r
5 Mark
5 Mark
5 Marks

l5Marks

Pattern for external tutorial examination
Assignment file 10 Mark
Viva-Voce S Mark
Total 1s Mark
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' Four year UG Programme {NEP-2020)

Course: Major
Course Credits: (L-P-I')

(3-0-1)
Total mark: 100

CA (Arts and Science) - FOURTH SEMESTER

University of Jammu B.A./B.Sc. Honours in Computer Applications

Course Title: Operating System
Course Code: UMJCAT4o2
Mid Semester assessment: 15 Marks of 1.5 hours duration
End Semester assessment: 60 Marks of3,0 hours duration
Practical: 25 Marks

For examinations to be held in May 2024, 20ZS and 2026

Course obiectives & learning outcomes:
1. To have a basic understanding ofthe features ofan OperatiDg System.
2. To undeBtand t}le services provided by the OS to users, processes and othersystems,
3. To learn to work on an open-source Operating System tirough command mode.

UNIT.I
Operating system Definition, Generation ofOperating System, Types of Operating System, Services ofOperating
System, 0S structure; Layered, Monolithic, Microkernel. Concept of System Calls, System Programs and System
Boot, Concept ofVirtual Machine. 15 Hours

UNIT.II
Process Management Definition, Process states, Process state transitions, Process control block

Process scheduling: Definition, Scheduling obiectives, Types ofSchedulers, Scheduling Criteria: CpU utilizatiorL
Throughput, Turnaround time, Waiting time, Response time, Scheduling algorithms: Preemptive and Non-
preemptive, FCFS, SJF, RR. 15 Hours

UNIT-III
Deadlock Definition, Characteristics, Concept of Deadlock Prevention, Avoidance, Detection and Recovery.

Memory Management Contiguous Memory Allocation-Fixed and variable partition, Fragmentation, Paging.
Demand Paging Replacement policies: First In First Out (FIFO), Not Recently Used (NRU) and Least Recently
Used (LRU), Optimal [0PT) ].S Hours

UNIT.IV
File concepB File Structure, File types, File Access Mechanism, Allocation Methods (contiguous, linked,
indexed)

Linux/Unix Environment, The Login Prompt, General Features ofLinux/Unix commands, command structure.
Understanding ofsome basic commands such as cd, cp, mv, rm, mkdir, more, less, cat, grep, find, cut, wc, echo,
ls, kill, ps, sort, who, date, passwd, cal, sleep etc.Combining commands, redirections, pipes, nlters, Linux/Unix

,,":":"--rogin'superuserrogin:sucommand Go/"'""
1. Abraham SilberscharE,Peter Baer Galvin and Greg Gagne, "Operating system Prirkiples", WSE Wiley,2006.
2. Andrew. S. Tanenbaum and Herbert Bos, "Modern Operating Systems",Pearson Printice HaII,2015.
3. Harvey M. Deitel, "An lntroduction to Operating System"Addison-Wesley publications, 1984.
4. William Stallings,"Operating Systems Internals and Design Principles",Pearson Education.5s Edition,2005.
5. Mileokovic M,"operating system-concepts and design". Mccraw Hill.
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Four year UG Programme (NEP-2020) University of lammu B.A.,/B.Sc. Honours in Computer Applications:

CA (Arts and Science) - FOURTH SEMESTER

Course: Maior Course Title: operating System
Course Credits: (L-P-T) Course Code: UMJCAT4o2

(3-0-1) Mid Semester assessmenl 15 Marks of 1.5 hours duration
Total marks: 100 End Semester assessmenti 60 Marks of 3.0 hours duration

Practical: 25 Marks

For examinations to be held in May 2024, Z02S and 2026

NOTE FOR PAPER SETTERS FOR EXAMINATTONS .
The question paper will be divided into the following two sections. No question will be repeated in the queshon paper.

sectionAshall consistofFour (4) shortanswer questions havingone queshon from each uniL The students are required
to attempt all questions. Each question shall be of 3 Marks.

(4x3=12marks)

Section B shall consist Eight (BJ long answer questions having rwo quesdons from each uniL The students are required
to attempt one question from each unit. Each question shall be of 12 Marks.

Note: -The paper setter shall ensure that the questions are uniformly distributeo over entire s!|X12 
= +8 -ut*'

Practical/tutorial Evaluation
Daily evaluation of practical's/tutorials/Viva voce/Records etc.

Final Examination

Pattern for exterlal practical examination
Practical file
Written examination
Viva-Voce

Total

Pattern for external tutorial examination
Assignment file 10 Marks
Viva-Voce 5 Marks
Total ls Mark

1.0 marks

1.5 Marks

5 Marks

5 Marks

5 Marks

l5Marks ("2
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. Four year UG Programme (NEP-2020) University oflammu

CA (Arts and SciencefFOURTH SEMESTER

B,A./B.Sc. Honours in Computer Applications

Course Title: Computer Network
Course Code: UMJCAT403
Mid Semester assessment 15 Marks of 1.5 hours duration
End Semester assessment 60 Marks of 3.0 hours duration
Practical: 25 Marks

Course: Maior
Course Credits: (L-P-T)

(3-0.1)
Total marks: 100

For examinations to be held in May 2024, 2025 and 2026

Course obiectives & learning outcomes:
1. To learn the fundamentals of IntemeL
2. To understand basic web fundamentals,
3. To gain knowledge on network protocols and their applications.
4. To briefthe students about various network devices and network security.

UNIT I:

FUNDAMENTALS OF COMMUNICATION AND NETWORK TOPOLOGIES

Basics of Communication: Analog and Digital, Data and Signal, Point to Point and Multi-Point Connections,
Nework Topologies, Transmission Modes, lnter-networking, LAN Technologies and Protocols, Modulation
and its type, Overview of switching techniques

UNIT II:

IP ADDRESSES AND PROTOCOLS
lP Addresses and Types (lPv4 and IPv6), Classes of [P Addresses, OSI Reference Model, TCP/IP Model,
Routing Information Protocols: Unicast and Multicast, Socket Programming Concepts (TCp, UDp)

UNIT III

NETWORK PROTOCOLS AND SECURITY
Client-Server Architecture, HTTPs, DNS, SMTP, FTP Protocols, Network Security: Threats, Attacks, and
Firewalls, Cryptographic Algorithms: DES, AES, RSA, Key Exchange Methods, Digital Signatures

UNIT IV

INTRODUCTION TO SCRIPTING LANGUAGES
Server-side and CIient-side Scripting Languages Concepts, Introduction to JavaScript, Data Types, Variables,
Conditional and Loop Control Statements, Functions, String Manipulation, Mathematical Functions

Suggested Readings:
1. Andrew'S. Tannenbaum, "Computer Networks", Pearson.
2. Williams Stallings, "Data and Computer Communication", Pearson.

4. Douglas E. Comer, "The tntirnet Book", Prentice Hall.

Page 2l of 26

lication.3. Forouzan,



-.; Four year UG Programme (N€P-2020) University of Jammu B.A./B.SC. Honours in Computer Application!

CA (Arts and ScienceFFOURTH SEMESTER

Course: Major Course Title: Computer Networks
Course Credits: (L-P-T) Course Code: UMIaAT403(3-0-1) Mid Semester assessment 15 Marks of 1.5 hours duration
Total marks: 100 End Semester assessment 60 Markof 3.0 hours duration

Practical: 25 Mark

For examinations to be held in May 2024,2025 and 2026

NOTE FOR PAPER SETTERS FOR EXAMINATIONS .
The question paper will be divided into the following two sections. No quesrion will be repeated in the question paper.

section A shall consist of Four (4] short answer quesuons having one question from each uniL The students are required to
attempt all questions. Each question shall be of 3 Marks.

{4x3=12marksl

section B shall consist Eight (8) long answer queshonsiaving two questions from each unil The students are required to
attempt one question from each unit. Each question shall be of12 Marks.

Note: -The paper setter shall ensure that the questions are uniformly distributed over entire 
"yiljfJrl2 

= 4{} t"ktl

Practical/tutoIial Evaluation
Daily evaluation of practical's/tutorials/Viva voce/Records etc.

Final Examination

Pattern for external practical examination

10 marks

15 Marks

Practical file

Written examination
Viva-Voce

Total w
5 Marks

5 Marks

5 Mark
l5Marks

Pattern for external tutorial examination
Assignmentfile 10 Mark
Viva-Voce 5 Mark
Total 15 Mark
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-.. +ouryea. UG Programme (NEP-2020) University of Jammu B.A-/B.Sc. Honours in Comput€r Applications

' CA (Arts and Science) - FOURTH SEMESTER

Course: Major Course Title: Mathematical Foundatior ofcomputer Science
CouBe Credits: (L-P-T) Course Code: UMICAT'Io4

(3-0-1) Mid Semester assessment 15 Marks of 1.5 hours duration
rotal mark: 100 

Fl#;ft%"ffit#ent: 
60 Marks of 3.0 hours duration

. For examinations to be held in May 2O24, 2025 and 2026

Course obiectives & learning outcomes:
1. To learn dre basics ofmathematics.
2. To understand and develop the sense oflogic.
3. To gain knowledge ofprobability.

Unit-1

Mathematical Logic: Propositional Logic - Proposition, Connectives, Well formed formulaq Truth Tables,
Tautolos/, Converse, Inverse and Contrapositive, Logical Equivalence, Implication, Normal forms.

Predicate Logic - Statement Functiont Variables and Quantifiers (Universal and Existential), Free and Bound
variables, Inference Theory for Predicate Calculus.

Unit-2

Set Theory - Definition of Set, Representation of set (Roaster method, Set builder notation), Properties of set,
Types ofset (Empty set, Finite set, Equivalent set, Subset, Universal set, Superset, Infinite set, Equal sets, Disioint
sets, Power set, Singleton set), Basic Set Operations (UniorL Intersection, Difference and Complement], Venn
diagrams to represent union, intersection and complement, De Morgan's Law, Applications of set theory.

Unit-3

RelaHons: Definition, Domain and range ofa relation, Properties ofRelations, Matrix representation ofrelationt
Closure of relations, Equivalence relations, Types of Relations (Empty, Universal, Identity, Inverse, Reflexive,
Symmetric, Transitive), Operations on Relations, Binary Relations.

Functions - Definition, Representation of functions, Properties of functions, Types of functions (One-to-One
function, Many to one function, Onto function, One-One correspondence function), Inverse function.

Unit-4

Probability - Definition ofprobability, Experiment, Sample Space, Favorable Outcome, Trial, Random variable,
Random experiment, Events and its types (lndependent, Disjoint), Equally Likely Events, Exhaustive Events,
Mutually Exclusive Events, Probability of an event, Conditional Probability, Probability Formula, Coin Toss
probability (Tossing a coin, Tossing two coins, Tossing three coins), Dice Roll Probability( Rolling one dice,
Rolling two dice), Properties of Probability, Applications of probability in real life. 

-/f '( v,/-Suggested Readings: \ /
1. Pure mathematics forbeginners, Steve Warner Y
2. Donald F. Stanat and David F. McAllister, Discrete mathematics in Computer Science. L3. Sheldon M. Ross, lntroduction to Probability Models, Elsevier.
4. Discrete Mathematical Structures with Applicatiom to Computer Science, J. P- Tremblay and P. Manohar, Tata

Mccraw Hill.
5. Elements of Discrete Mathematics-A Computer Oriented Approach, C. L Liu and D. P. Mohapatra, 3rdEdition, Tata

Mccraw Hill
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I Four year UG P.ogramme (NEp-2020)

Course: Major
Course Credits: (L-p-T)

(3_0-1)
Total mark: 100

Practical file
Written examination
Viya-Voce

Totel

Pattern for external tutorial examination
Assignment file
Viva-Voce

Total

university ofJammu B.A./B.Sc. Honours in Computer Applicatio'ns

CA (Arts and Science) - FOURTH SEMESTER
Course Title: Mathematical Foundation of ComputerScience
Course Code: UMJCAT404
Mid Semester assessmenL 15 Mark of L.5 hours duration
End Semester assessment 50 Marks of 3.0 hours durahon
Practical: 25 Marks

For examinations to be held in May 2024, Z0ZS and 2026

NOTE FOR PAPER SETTERS FOR EXAMINATIONS .

The question paper will be divided into the following two sections. No question will be repeated in the question paper.

li*'rilifi:[T:]',:fii!11,'"1ff,1;:]:fi'":ff'"'ins one question rrom each uni.' rhe studenrs are required to

(4x3=12marks)
section B shall consists Eight (8) Iong answer questions having rwo questions from each uniL The students are required toattempt one question from each unit. Each questjon slaff Ue oiiZ'rr,far"is.

Noter -The paper setter sha, ensure that the questions are uniformty distributed over entire syr,{4 
x 12 = 48 marks)

Practical/Tutorial Evaluation
Daily evaluation of practical's/tutorials/Viva voce/Records etc.

Final Examinatior

Pattern for external pmctical examination

10 marks

15 Mark

5 Mark
5 Mark
5 Mark
l5Marks

10 Mark
5 Marks

L5 Mark

{ / ,/'-t'

U(^/
{'
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I

aour year UG Programme (NEP-2020)

Course: Minor
CourseCredits: IL-P-T)

[3-0-1)
Total marks: 100

lJniversity ofJammu

CA (Arts and ScienceFFOURTH SEMESTER

B.A-/B.Sc. Honours in Computer Applications

Course Title: Computer Networks
Course Code; UMlCAT405
Mid Semester assessment: 15 Marks of 1.5 hours duration
End Semester assessment: 60 Marks of 3.0 hours duration
Practical: 25 Marks

For examinations to be held in May 2024 2OZS anil 2026

Course obiectives & learning outcomes:
1 To learn the fundamentals oflnternel
2 To understand basic web fundamentals.
3 To gain knowledge on network protocols and their applications.

UNIT I

FUNDAMENTALS OF COMMUNICATION AND NETWORK TOPOLOGIES

Basics of Communication: Analog and Digital, Data and Signal, Point to Point and MultlPoint Connections,
Nerwork Topologies, Transmission Modes, Inter-networking LAN Technologies and Protocols, Modulation and
its type, Overview of switching techniques

UNIT II

IP ADDRESSES AND PROTOCOLS

IP Addresses and Types (lPv4 and IPv6), Classes of IP Addresses, OSI Reference Model, TCP/IP Model, Routing
Information Protocols: Unicast and Multicast, Socket Programming Concepts (TCP, UDP)

UNIT III

NETWORI( PROTOCOLS AND SECURITY

Client-Server Architecture, HTTPS, DNS, SMTP, FTP Protocols, Network Security: Threats, Attacks, and Firewalls,

Cryptographic Algorithms: DES, AES, RSA, Key Exchange Methods, Digital Signatures

UNIT IV

INTRODUCTION TO SCRIPTING UINGUAGES

Server-side and Client-side Scripting Languages Concepts, Introduction to.lavascript, Data Types, Variables,

Conditional and Loop Control Statements, Functions, String Manipulation, Mathematical Functions

Suggested Readings:
5. Andrew.S. Tannenbaum, "Computer Networks", Pearson.
6. Williams Stallingg "Data and Computer Communication", Pearson.

8. Douglas E. Comer, "The Internet Book", Prentice Hall.
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Four year UG Protramme (NEP-2020) University of Jammu

CA (Arts and SciencefFOURTH SEMESTER

B.A./B.Sc. Honours in Computer Applicatiois

Course Title: Computer Network
Course Code: UMICAT405
Mid Semester assessment: 15 Marks of 1.5 hours duration
End Semester assessment: 60 Marks of 3.0 hours duration
Practical: 25 Mark

Course:
Course Credits:

Total mark:

Minor
(L-P-r)
(3-0-11
100

For examinations to be held in May 2024, Z02S and 2026

NOTE FOR PAPER SETTERS FOR EXAMINATIONS -
The question paper will be divided into the following two sections. No question will be repeated in the question paper.

Section A shall consist of Four (4J short answer questions having one question from each unil The students are required to
attempt all questions. Each question shall be of 3 Marks.

(4x3=12marks)

Section B shall consist Ei8ht (8) longanswer questioos having two questions from each unil The students are required to
attempt one question from each uniL Each question shall be of12 Marks.

Note: -The paper setter shall ensure that the questions are uniformly distributed over entire syrtr(f;ij' 
= nt -"t*l

Practical/tutorial Evaluation
Daily evaluahon of practical's/tutorials/Viya voce/Records etc.

Final Examination

Pattern for external practical examination
Practical file
Written examination

Viya-Voce

Toull

Pattern for external tutorial examination

10 marks

15 M arks

5 Mark
5 Marks

5 Mark
15Mark

Assignment file
Viva-Voce

Total

10 Mark
5 Mark
15 Mark
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