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mm&mum:: Is transforming the way in m&hmﬂem
with each other and the manner in which information i5 shared and distributed. It Is
different from traditional media such as print, radlo and television In two significant
ways ~ first, the amount of coment that can be generated by the users hemsehves
far exceeds the content generated by news/opinion makers and second, Rs “viral”
ability mwﬁmﬁa& ﬁmmnﬁas spread of information and Interlinking of the various
considerably reducing the control over spread of any

mmmnmmmmmmmmmmw
SOVEIT W thereby putting & check on information flow on the sotial
media that employses share with others which happens jn & contemporaneo
manner, In the context of Rute 13(3) of the mww&wtmﬁm
hmmi,gmmmwmmmwmmmm
‘adherence by the constituents of the Government.

t* means the Governmant of Jamm and Kashmir,

overnment employee” and “mim means any person appointed
o any m service or post in connection with the affairs of the State. &
' Governimer Wmmmmnmmas
m,mmwﬁwﬁamﬁsmwm
Tumant, shall also be dmedtﬁbe aﬁw&mﬂtmmm
m the Government.
) “Socdal Media® mesns sodial nmmmgsuessumﬁﬁmbmkmm
Blogoing siies such as Twitter, However, very broadly, soclal media shali

jude amy web or mobile-based platform that enables an individus! or

content.
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@) *Social media content’ means and includes any material, documents,
photographs, graphics and other nformation that s created, posted,
distributed, or transmitted using social media internet sites or social media
took.

¢) *Law Enforcement Agencies” means the department which shali be
entrusted with the monitoring of the social media activity of the Government
employees.

f) ‘Wmm-mmofﬁummmmﬁm&wmm
which the employee belongs.

111, FRAMEWORK OF THE POLICY:
mmamnsamﬂommmmmmammwu
mmmpmummmmmeswmemmam
framework. These siements of the policy wiil help 2 Government employee to use
'Wmﬁammmmma@mmwmmmm
Briefly, ummarmmm:mmmmmwm
. The framework tomprises the following elements:

i ——
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Bjective- the need for guidelines to use social media.
L Sm - gocial media platforms covered under the guidelines.

: mﬁamﬂ@mwesmmm:mmmmw
media.

: wwmxeﬁmﬁmsfﬂrmmnManM¥m

antent = type of content which can be smnﬁmm%mmm
mmmmﬂm
™ m - security gukdelines.

« Legal lssues - legal considerations, service and conduct rules.

+ Official use of soclal media- procadures for crestion, maintenanc
destruction of social media accounts for official use.

: NEED FOR GUIDELINES
The progressive Increase In the use of socal media among the G

mployees and s consequent impact have made it necessary to notify these
guidelines mmgmmmmﬂmmﬁﬁmmwmw

vemﬂﬁmmﬁ: fsmﬁnmemmmm um aagaﬁng urwantad issues
- administration. Such acts saa& to bm of discipline mw to what is

m&e{sj Thm gumms hm bwt framad w m & distinction :

 professionsl and personal fives of Government employess and m awn awane

of ﬁ‘m foliowing:

« Employees need to know ang adhere to the various rules and regulations ¢
exist while using soclal media.

« Employees should be aware of the effect ther actions may have on ther
image as well as that of their departments. The Information that they post or
publish may remaln public for & long time.
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V. SCOPE:

mmmmwmwmmm
mﬁwmwhmmmwmsm

T mmﬁmm

The social media policy covers wide socia) media pistforms which are currently in
use and the detalied explanation of the various types covered under the policy is

o,

S0kl Networking is an onine service thal enables s users to Create
virtual networics with fike-minded people aiin to sociasl networks in resl
 ife. T often offers faciities such as chat, instant messaging, photn
gharing, updates, efc. Qumently, sociel networking skes are the most
rominent version of social media. Facebook, with 800 millon users, & |
mﬁwmwmmmm

Biogs e Oceoigiive CONert [Rgss Crested ang maniained by
individual users and may contain tad, photos and Bnks to other
’mmmmmww&mm&m
 leave comments and the comment trail can be followed. |

. MmWMW!@MMMMﬁM

| sharing site.

m e m o Hogs with & typecal m@m o?
charscters o bess which aliows usars to wite and m
Twitter is the most well known micro-blogging sie.

mmumwwmwﬁumm

A wikl & 2 colaborstive website that aliows multiple users 1o Create
and update pages on particular or interfinked subjects. While single
topic is cofied "Wiki.” Wikipedia ks the ploneering she of this hpe of

Encial Media Usage Policy for Government Employess



Mmmﬂaﬁm confidential, dassified, privecy-pro

Acceptable use defines the use of social media by the Government employees which

kmﬁmwmp@m mmmwmmmmmmmum
secepitabie use will go 8 long way towards avolding problems during the use of social
media. The guidelines are 85 follows:

; mam:wmzuumz EWWMwmmm1mm

epartment  affiiation on their mﬁﬂﬁl social media page for profession
idertification or blographic data as long as they do not create an impression m
Mﬂmmmmg in an official capacity, Employees should not use their

vemnment/offical emall addresses when setting up personsl  soclsl media

ting in parsonal GAM emmmmmmmm

'mwwwwmmmwmmmﬁgmﬂ;mmm
. behalf of the departm

1t In thelr personal social media activities.

priment-relsted posts: Employees must not post, comment or share
ﬁﬁﬂMﬁW%MrM&&%Mﬁ'mw
nental Information. Moreover, they shall not t wm

m by m q@ mm, mms updmes pcm o m m are political kn nature

r on conbentious lssues that are violative of the applicable Conduct |

mtmm updste, share mm any status mmmmm
kot povernance of law and order lssues or are

Discrimination and Mnmmt: Employees should not use m madia to
engage in harassing or :Ssaimnatofy conduct towards other employees (or

individuals or groups) based on race, color, religion, national origin, sex,
gender identity, age, disabillty (phﬁicai or mental), genetic information, status as &
parent, sexual orlentation, marital status and/or political sffiliation.
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" Anonymous and pseudonymous postings: Employets shoukd ke care not %
"ff  engage in any sctivity on soclal medis that they otherwise would not be permitted to
sngage in If thelr identity was known, The applicable rules and standards of conduct
apply equally whether an employee uses soclal media anonymously {or using &

dorym) or white being properly Identified. *

VIL mpmm CONDUCT:

’ The Government employees should remain aware that, even though there are
new ways to connect with the warkd, existing policies, rules and regulations are stin
rrvplicat when mm&mﬂng on social media. They should aiso mﬁx that

i tha ﬁe u&‘ ﬂwe awﬁemg, the m of socisl M wﬂh&
expands the exdsting limitations on employees’ speech. This palicy may
mmm of Itz empl-wzts whm employees mm on matters of

nﬁdﬁ on mdal media, Mmsﬁt Wﬁﬁ% should ~
and rules of appropriate professional mmmwmmmm
’MMMMW@M:& inaﬁman}ybutﬁmmmﬁﬁ‘

Mwm _
violation may lead to departmental action:

Wwwmmﬁtwmw,mmw

« [Ethical standards: Employees shall not engage in criminal, infamous, dishonest
immoral of notorously disgraceful canmctor@ﬂwmﬁuamwm
prejudicial to the Government.
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/. mummmswmmwmmmmm
widorsement of any product, service or enterprise or for the private gain of friends,
mwmmmmmms own. Also, the employees shall not use their
mmammm reasorisbly be construed to imply that the
Governmmant endorses or sanctions thelr personal activities.
. W pctivity: The Governmant employess shall not use their personal soci
pccounts for any political activity or endorsing the posts or tweets or blogs of

pernet trolling: Al employees on sodal media need to exhibit decent and
easonabie behaviour and must not be part of trolling on social media Le. not to sw
m‘d on the inmernet by starting arguments or upsetting pecple, by posting

femmatory, extranecus m-nﬂ‘ﬁmlc messages In an online munky fm:h &

Considering that there is no privacy on soclal media, afy unwanted material
posted on it can remain alive for years together due to the capabiity of soclal media
of making It viral, There Is a need to make the employees aware about the type of
mmmmmmmauﬂnQMrmm media activity. The
NOYRes m of mﬁeny will not aumm post o release any informal
, corfidential or nat public or any afficial docume:
o ahy mmmmm to any Government employee of BNy &mer
pﬂrsm o whom te s mmmmwmmmmmmmmm

rament employee through any post, tweet o otherwise disouss of oriticise
on social media any poficy pursued or action taken by the Government nor
chall he In any manner partidpate In any such discussion or criticism that takes
place on social media pages/communities or on microblogs.
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o Government employes shal mw::mmmtsmmﬁ

sntbsecular and communal in nsture or subscribe to pages, communities or

twitter handles and blogs of such nsture.

. mmMWMMWMMWM&mmnﬂm

meMWmimuM%ammthuMﬁe

wadiaﬁbfansnc‘iﬁ mﬂm%gv%&aﬁywwm& subvershe

of Government as by law established in the: Counlry o in the State,

= AGovemment employee may, frr the purpose or removing  misapprehensions,
and expizin to the public the policy of Government in his posts and tweets on social

« Govenment empioyees shall not post on social media content or display comments
shout co-workers of any individual that sre vulger, obscene, threatening,
mﬁmwmmmmmmﬁw

& N Goven g.«mmmmmmmmwwmmm on

u&&mﬂam mafm&mmmwmﬁmmwmmmw

follow the already established channel of complsint redressal existing In the

they could unknowingly spread malware or trick people into giving away sensit
mwmnngummm

MMBMWMMMWEFEEW but, being open and
sodal, creates legitmate concems about privacy and safety. Despite these justifiable
sacurity CONCEMS about the web, some of the ressons o person’s social media
account is compromised are self-induced. The compromisad social media sccount
can be & source of important and confidentiat data being leaked. Therefore, in onder
to pratect the socisl media sctounts, the empioyees should always remsin sware of

~ the following threats and adhere to the precautions listed:
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,-MMMﬂmwmmmmmmwﬂm
mmmmmmmmamm Identity thieves
gather personal infarmation from social media sites through the Information that s
mwgwmm:mtymumWMa In order to protect sccounts
from MM the employess shoild take the following precsutions, viZ, use of
a strong password slways; being careful with status updates (should not revesl
personal informatio ) and aot revealing the Ipcation,
mmm:mmﬂm@pmafmbdepm mmmﬁ%
in sﬂeﬁhg ﬂne app to download &s many rm bam Eouru& earwing malicious
mmaagmfmsmmmmmzwm’sm
mmmamm,mmmmmmmmm
Also the apps require certain level of user permission. Therefore, & should be made
swre that the employee knows mmmﬁ viewing and sharing before agreeing
Ao the terms.

| mmmm mmmmmmmmmma

memmumewammmm
mmmwmmwmmmmmmmm Any friend requests
,.,,astﬁuwp!quumm&lgm Mmshﬁﬂﬂm

m%@hnmmwmmlmm ﬂwmp@mmm&tﬁz

: mdmwmmwmwmammﬁmmm

re-opening them once they understand what the settings specifically mean to thelr

mmmﬁmﬂsemm&:sn optimise the settings according to their
eferences before using the verious social media platforms and be More seaure.

; Becoming over-confident: One of the biggest threats to online securlty Is over-
wﬁm Hmmgumnmdm antivirus knstalled In a mmﬂmm mean

1{] - 5:3:331 Medte«a Usage F’nﬁcy fnr Gavvrnmem Emp!ﬁy@as ‘ —
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T there I no threst to security. The employses should ot live under the Impression

-mmmmmmm@mwmmmmwm
The it ; ,‘_-mdwwmdeMym&Emmm
mmmmmmmmmwm To keep themselves and thelr
information safe, the employees should pay careful attention to thelr enline activity.
They should avoid posting the following Information: -

¢ Travel plans

v Full address and date of birth

v Wsmm and birth dates
¥ Daty schedule

;oeptical: The employees should mhﬂmmmmmmmm
mmWMMMimmademﬂmsm
online. Therefore, appropriate precautions should be taken to verify the authentict
ﬁwmmmammmam

. Kesp softwares, particularly web browsers, up-to-date: Employes
wﬂmwmmmmm&mmmmmwm
problems or wuinerabilities. Almost all opersting systems and softwares offer
automatic updates, If this option is avallable, It ls always recommencable to enable it.
. Usé 8n anti-virus — An anthvirus software helps protect the computer against
known viruses, Since the sttackers are continually creating new viruses, it Is importan
to keep the virus definitions upto-date, mmﬂmmmenﬁatﬁg
mmmmmmmmmmm :

mmmmm!mmmm@msammmmm
information on sodial media without understanding its ramifications. A nurnber of
M WM content on various social media sites like Facabook, Twitter, efc.
on the spur of the moment or on an impulse without thinking it through.
. Thws, & becomes important for the employees to remain aware of the rules
and regulations that govemn actions of soclal media users in general and conduct rues

wrdl
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mmgmmmn*mmzmme@mm«m
which deals with the right to fresdom of speich &lso Imposes reasonable restrictions
which Is reproduced as under: |

Wothsing in sub cisuse (a) of clause (1) shall sffect the aperation of any existing faw,
aor prevent bhe State from making any lew, in so for 85 such law imposes reasonabile
restrictions on the everclse of the right conferred by the said sub dause i the
interests of the soverelgnly and integrity of Indis, the security of the State, frienoly
relstions with foreign States, putiic order, decency or morality or in relation o
mwwmmw«mmmmm~

nformation Technology Act: The Information Technology Act was enacted
ﬁ&mmmmmmdehmweMaﬁlmww
viminating miqdmﬁuﬁwmﬁmmi media, Thﬂitwmmgnsasw,
mmmmm*wbummmmmmm
BV jde: social media users as network service
Mﬁmmmwmmmm

m m a’ﬂ Wil m&m& makes by making wse of such computer
ESOUTCE OF § commynication device,

{c) any electronic mall or electronic mall message for the purpose of causing
awcyance or inconvensence or to decelve or lo misiead the addressee or recipient
aboltt the arigin of such messages (Tnserted vide ITAA 2008) shall be punishable with
Emprisonment for 8 term ﬁﬁ&ﬁm&y%ﬁ to three years and with fine.
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- Th mmﬁ Kashmir Government Employees {Conduct) :
mmmm@mbﬁmmmmmmammqu

mmmﬁgmmmmmwmmmxmﬁmwm

their personal as well as professional (ife. The rules list out the activities that are nat
m%hacim%ﬁwhfﬂteaﬂmeaaﬁﬁvuﬁﬁmﬁmﬂmmwmm
under rule 30 of the Jammu and Kashmir Chil Services (Classification Control and
ppeal RL&S, 195&

m mss,

to o lower post Ww a fower time-scale andfor to &
() recovery From pay of the whole or port of sny pecuniary
mmwwﬂe@wmwmwm

F. %]
4

There has been #n increasing trend among the Government functioneries of

disseminates official Information with regard to public services. The objective for the
official use of social media should not be Just to disseminate information but also to
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m fnr Mﬁmﬁnﬁ Waﬂnﬂm Mef making, gmeraﬁng awareness, education
etc. about public services. Lack of a clearly defined policy on mmmmmm
enables situations where accounts are established on behalf of departmerts
executive knowledge and orgsnizational approval. The mﬁdém for creatio
maintenance and destruction of social media accounts for official use sre as under:

\coount creation: The socisl media accounts for offitial use shauld be opened in
ﬁgm ﬁme department or designation under proper formal orders which states:
¢ The nane under which account is opened with offidal email id.
v List of employees having access to official account
4 muﬁwmﬂmﬂmmmt

mfmnmawmaumsmwkmstdmw
v Mmmtea'dm Merarchy not only of responses but
example, the comments and queries may be classified a5 routine ~ for which a

f mmm}wmmmmmm may be

f‘i‘mmwoﬁm}mwmmmﬁﬁcmﬁn‘m
mmmnmsﬂmﬂum@fmﬂm%hﬁmmnmmﬁ

account o mp m:wd of the formation slwa:} of guiﬂana:a gven online. All
records should be captured, trall generated and records managed

G ——— N—
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mmmmma@m&mmmmwmmm
. pestruction of officisl Bocount: Like creation of accourt, the destruction of the
acoount ¥ there I poor public response shouk be put on record through s formal

WEFTITE memmmmmm
against disciplioary action ond consequent punighment which will be a5 per the
and lergely depen upon the neture and severity of the viclation.

mwmmm&uﬁm

« In case the viclation of the guidefines

0 B i
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